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BACKGROUND
1.

The present UK vehicle registration and licensing system has
developed over time as a revenue-raising device, which is one of the
most user friendly in the world. Although many important crime
reduction steps have been taken by the Department of Transport, Local
Government and Regions (DTLR) and the Home Office in the context
of the Vehicle Crime Reduction Action Team (VCRAT), and although
the Driver and Vehicle Licensing Agency (DVLA) is continually making
improvements to their systems to reduce crime opportunities, a number
of deficiencies remain. In the past, there has been a tendency to
introduce changes in a piecemeal way, rather than by considering
which fundamental changes will address the deficiencies effectively.

2.

A 1999 survey by DTLR estimated that there is a 3.9% evasion rate for
Vehicle Excise Duty (VED) with the associated loss of tax estimated to
be some £185m per annum. It is also estimated that the incidence of
driving without insurance is between 4% and 6%, which imposes a cost
of around £30 per year on the premiums of honest motorists. Vehicle
insurance fraud is also of concern to insurers.

3.

Abandoned cars are also becoming more of a problem. On average,
some 1.8 million cars reach their end of life each year and are
scrapped. However, in 2000, 350,000 cars were abandoned on our
streets, leaving local authorities with an expensive removal problem.
This is likely to increase significantly as European legislation on the
disposal of vehicles is implemented. A reliable, up-to-date vehicle
register, particularly of our older cars, is an important component in
dealing with this issue.

4.

Nearly 340,000 cars are stolen in the UK every year, of which about
120,000 are never recovered. Car crime accounts for a fifth of all
recorded crimes and costs at least £3 billion annually.
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5.

Finally, many serious crimes including murder, rape, abduction and
armed robbery rely on the ease with which vehicles can be stolen and
remain outside the system, and the simplicity with which the apparent
identity of the vehicles can be changed.

6.

The Jill Dando Institute of Crime Science (JDI) was asked to address
these deficiencies, to consider which principles should underlie
effective vehicle registration and licensing, and to make
recommendations for a world-class UK system.

7.

The recommendations made in this report reflect principles of customer
friendliness, cost effectiveness, consistency with the needs of partners
in private enterprise, relatively fast implementation, few legislative
changes, and the need to balance information sharing with protecting
civil liberties. Ideally they should also be responsive to changing
circumstances and there should be a default to honesty, that is, it
should be more of an effort to break the rules than to abide by them.

8.

As the system itself is extremely complex, this report does not attempt
to evaluate all possible solutions to crime and other problems, nor does
it attempt to describe particular solutions in minute detail. Rather, the
report focuses on outlining recommendations that in our view have the
most potential for fundamentally improving the system whilst balancing
the principles outlined above. This report also describes the methods
used to develop the recommendations.

THE CURRENT SYSTEM
A brief synopsis of the current registration and licensing system is provided
below.
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9.

Four important aims underlie the system. These are:

1. Identification of Motor Vehicles and their Keepers
The registration system provides for the unique identification of motor
vehicles through the use of registration marks and the Vehicle
Identification Number (VIN). The DVLA vehicle record provides for the
identification of keepers and links vehicle identification information with
keeper details.
2. Collection of VED
The current licensing system is the collection mechanism for VED.
Payment of VED is receipted through the issue of a tax disc to
motorists. This tax disc is mounted on the inside of vehicle
windscreens and demonstrates the payment of VED to law
enforcement and other agencies. The vehicle license is not
transferable between vehicles.
3. Compliance Check for Compulsory MOT requirement
Under the current system, motorists seeking to renew their vehicle
license must produce a current MOT certificate for inspection for all
vehicles over three years old. This is the only routine national
enforcement of the MOT certificate.
4. Compliance Check for Compulsory Insurance Requirement
When a vehicle license is first taken out and at all vehicle re-licenses,
motorists must produce valid insurance documents for inspection. This
is presently the only routine check that the person using the vehicle is
insured to drive. The insurance currently only has to be valid for the
single day on which the insurance documents are inspected.
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OUR APPROACH
10.

We solicited stakeholders’ views, visited countries believed to have
exemplary systems, and conducted brainstorming workshops with
stakeholders and innovative thinkers. Focus groups were also held with
consumers on a sample of emerging recommendations. These
processes are described in this section.

Solicited Stakeholders’ Views
11.

In order to obtain a balanced and thorough view of the current system,
we consulted a number of stakeholders. A complete list of the
organisations consulted is attached as Appendix A. Martell
Consultants provided a view from the insurance perspective and their
report is attached as Appendix B.

12.

Stakeholder organisations were initially identified through contacts
provided by members of the steering committee1. These stakeholders
were contacted by telephone, email or in writing and were given details
of the project and offered an opportunity to contribute their views either
in writing, over the phone, or in person. A letter was subsequently sent
to thank those who had provided views.

13.

It was explained to stakeholders that the JDI was conducting an
exploratory study into the vehicle licensing and registration system on
behalf of DTLR. They were asked for their views on the strengths and
weaknesses of the system, particularly with respect to crime
prevention; what modifications might be introduced to overcome the
weaknesses; and what might be the main features of an ideal licensing
and registration system, if an entirely new system were to be
introduced. They were reassured that no individual sources would be

1

The steering committee comprised representatives from DTLR, DVLA, the insurance

industry, The Jill Dando Institute of Crime Science, and Nick Ross, journalist and broadcaster.
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quoted, and that a summary of the report would be available at the
conclusion of the work.
Overseas Visits
14.

The steering committee identified Sweden and The Netherlands as
having innovative and successful licensing and registration systems.
These countries were visited and reports summarising their vehicle
licensing and registration systems were produced. We also consulted
Heinz Hilbrecht and senior officials at the EC in Brussels. Martell
Consultants also visited Austria to report on their system. All reports
are attached as Appendix C.

Brainstorming Workshops and Consumer Focus Groups
15.

To increase the likelihood of achieving successful outcomes from the
brainstorming workshops, Synectics Europe was engaged. This
organisation provided strategic advice and experienced facilitators for
the brainstorming workshops. Synectics first met with the steering
group to agree upon the topics for the first four brainstorming
workshops. These topics were based upon a synthesis of views from
the stakeholder interviews carried out by JDI and additional input from
the steering group members. The resulting topics were:
How to identify vehicles
How to minimise evasion of VED, MOT, insurance and proper
vehicle disposal
How to unambiguously link a car with a person
How to ensure reforms do not lead to social exclusion

16.

Four brainstorming workshops were conducted with stakeholders and
other interested parties covering each of the identified topics. The
participants were identified through earlier contacts with stakeholders,
through contacts provided by steering committee members, and
through our own research. Individuals from a number of relevant
8
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organisations were contacted and asked if they would like to participate
in the brainstorming workshops or to suggest possible participants. It
was explained to those contacted that creative individuals were
required for the workshops and that individual input was being sought,
not the views of their particular organisation. A list of organisations
contributing staff to this exercise is attached as Appendix D. The
objective of these sessions was to obtain creative solutions to the
problems identified. The outcomes of the four brainstorming
workshops are attached as Appendix E.
17.

Finally, two focus groups were held with members of the public to
establish preliminary feedback on the potential solutions that had been
identified.

18.

The focus group participants were recruited by a consumer recruitment
agency, VAR International Ltd. In order to obtain some measure of
both urban and rural views one focus group was undertaken in London
and the other in Norwich. A small number of participants were
recruited for each focus group and were all drivers and owners of
private cars, and responsible, or partly responsible for paying vehicle
expenses (e.g. car insurance, tax, MOT). Other criteria used by the
recruitment agency to select participants is shown in Appendix F.

19.

From the list of ideas generated during the first series of workshops
(Appendix E), a small number of issues were selected by the steering
committee to be used as stimuli in the consumer focus groups. The
selected material was presented to each of the groups by the group
facilitator during the course of a semi-structured discussion of vehicle
regulation.
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Stimulus items used in consumer focus groups
1. Ideas with potential to improve the accuracy of the DVLA vehicle
record
When you sell a car a check is made that the VIN matches the V5
document, and the odometer is read and noted?
Personal identification is checked at registration?
An agency checks your ownership of the vehicle when you go to
exchange it?
Would you prefer to go to the post office or MOT station for
documentation?
The person's identification is checked, rather than the vehicle's?
You go to a MOT station to register your car and yourself electronically?
MOT garages will all be connected to a central database?
2. Ideas relating to possible electronic vehicle identification
Would you pay £50 to have a way of identifying your car, for example, if
it were stolen? In what circumstances?
3. Ideas relating to the payment of Tax and Insurance
Would you be happy with a single co-terminus payment, where your tax
and insurance run out together?
What if you were required to insure for the period of your tax? - And you
can not get tax for longer than the MOT period?
Would you like to be able to pay by direct debit/credit card?
4. Ideas relating to individual identification
Would you mind showing identification, like when you buy a mobile
telephone?
Would a photo drivers license do?
10
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20.

The group discussions were recorded by the facilitator (note taking)
and were also captured on videotape. From these records, a summary
of the focus group outcomes was completed and is attached as
Appendix G.

OUTCOMES
21.

As a result of these combined exercises we identified a set of principles
to which an ideal system should conform, and a series of
recommendations, which will move us toward such a system. Both are
described in this section.

Principles of a Good System
22.

The general principles listed below apply to the whole system. Some
have been determined by the brief we were given and have, therefore,
to be taken in the context of this report, although in the main they
should be valid for some time to come. We were particularly asked to
avoid solutions that were dependent upon primary legislation. Whilst
we have worked within this constraint, it may not be entirely realistic if
an ‘ideal’ system is to be designed in the longer term. An appropriate
legislative framework will form the foundation upon which the
recommendations set out here will be based, and a willingness on the
part of the government to implement that legislative change is therefore
fundamental.
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GENERAL PRINCIPLES
1. Can be implemented quickly
2. Minimal need for legislation
3. Cost effective
4. Future proof – responsive to changing circumstance
5. Default to honesty i.e. put yourself out to break the rules
6. Responsibility clear from ‘designer to shredder’
7. Privacy and data protection issues to be taken into account
8. Easy to use:
One-stop shop
Customer friendly
No undue burden on partners in private sector
Simple systems to ensure compliance and detect
non-compliance
Easy to enforce

Recommendations
23.

The consultation process identified a number of problem areas from
which we have selected five that we feel could be addressed
immediately and that could make a significant difference to the
problem:
Database inaccuracy
Insecurity of vehicle identification systems
Inadequate enforcement
Lack of strategic overview, and
Crime prevention as a priority.

Eleven recommendations to address these problems are discussed below.
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Problem 1: Database Inaccuracy

24.

It is a fundamentally important characteristic of any good vehicle
registration system that the vehicle register has accurate information
concerning vehicles and keepers. The first problem in the current
system is that the vehicle databases contain significant inaccuracies.

25.

Consultations with stakeholders revealed serious problems in this area
that appear to be systemic. They are not, in other words, due to any
fundamental inefficiency within DVLA or other agencies, but are due to
the existence of an insecure system, which inevitably leads to
inaccuracies in the DVLA and other databases.

26.

The vehicle register is supposed to hold information on each vehicle’s
identity including information on the vehicle keeper and registration
mark. If it worked properly, the register would be able to fulfil a number
of functions to tackle different aspects of crime including:
Identifying VED evaders: Accurate details of the vehicle keeper are
required to follow up those who have not paid their VED.
Identifying stolen vehicles: The police may identify stolen vehicles by
checking the registration number with the vehicle record (via the Police
National Computer) to see if there is a ‘stolen’ marker on the database.
In addition, in certain circumstances DVLA may become suspicious that
a vehicle has been stolen and so refer the issue to the police. An
accurate vehicle record is required to facilitate this process.
Identifying traffic offenders: The police use the registration system to
identify keepers of vehicles involved in traffic offences so that a fixed
penalty notice or summons can be issued.
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Identifying vehicles involved in crime: The police may use details of
registration numbers taken down by witnesses at the scene of a crime
to follow up as lines of enquiry. The registration number will be linked to
a vehicle that can be linked to a keeper.
Authenticating vehicle keepership: The general public rely on the
vehicle record as a means of authenticating that a vehicle is registered
to the person selling it and that the vehicle being sold matches the
official documentation held by the vendor.
Determining the keepers of abandoned vehicles: Authorities use the
vehicle record to check the keeper details of abandoned vehicles. Since
some of these are vehicles involved in fraudulent insurance claims, this
also helps detect insurance fraud.
27.

However, the present DVLA vehicle register may contain more than 10
million more vehicles than the number believed to be on the roads
(Martell Consultants, 2002: An Inventory of Vehicle Related Data). The
MIB reported that their experience in trying to trace the registered
keepers of allegedly insured vehicles was that at least 50% of enquiries
to the vehicle register disclose out of date or wrong information,
although these enquiries may not be representative of the vehicle
register entries as a whole.

28.

According to DVLA, the main area of weakness is in the inaccuracy of
the name and address of keeper, particularly for older vehicles.
Obviously it is vital for the accuracy of the vehicle register that the
keeper must be identifiable. Moreover, it is these vehicles that are
most likely to be untaxed, uninsured, without up to date MOT, stolen,
involved in crime or abandoned. However, there is currently no real
incentive for keepers to notify authorities about keepership changes.

29.

Currently sellers and buyers are required to inform DVLA when the
vehicle changes hands. But many buyers neglect to inform DVLA
either to avoid paying road tax (and other requirements including
14
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insurance, MOT and road traffic prosecutions) or to postpone payment
for as long as they can. The incentive to avoid registration is becoming
even greater with the advent of road congestion charging in London.
30.

Sellers, on the other hand, have no incentive to inform DVLA they have
sold their vehicle. Even if they neglect to inform DVLA (and were
therefore still registered as the vehicle’s keeper) in current practice in
the UK they are not responsible for the vehicle including subsequent
fines, tax, etc.

Recommendation 1
Registered keepers remain liable for their vehicle until a change of
keepership is notified to DVLA
31.

One solution suggested by many stakeholders would be for the UK to
move towards continuous liability or continuous registration, commonly
used in other countries. This means that the registered keeper (even
where they are not the actual driver) remains responsible for tax, and
all car related fines and charges until the car is registered with another
keeper, the car is officially scrapped, or the car is reported stolen. In
this situation, they are also liable for the car if it is subsequently
abandoned.

32.

Using this system, it is in the sellers’ interests to inform DVLA that they
have transferred keepership to someone else. If this were
implemented the common complaint of “I sold it to a man in the pub
whose name and address I don’t have” should be much less likely.

33.

There will need to be further clarification about exactly which things
keepers will remain liable for (for example there is some question about
the need to include basic insurance), but unless there are specific
reasons why something should not be included, the principle should be
that keepers should be liable for as much as possible.
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34.

It is important to note that continuous registration is not the same as
continuous taxation, which may be resented by owners of vintage cars
and vehicles used only seasonally. The concept of continuous liability
may have to be presented carefully to the public to avoid confusion
between these two concepts.

Recommendation 2
Buyers to show reliable proof of identity (identity card/ photo-ID and
proof of current address) when registering as new keeper
35.

Currently, even if DVLA were to be informed of a new keeper, there is
no official check on whether that person exists, or whether the given
details are correct. This means that new keepers may easily provide
false names and addresses in order to avoid future fines, taxes, etc.

36.

In terms of addresses, the accuracy of both the Swedish system and
The Netherlands databases rely to a large extent on the fact that all
citizens are required to register their address changes centrally.
Incorrect or outdated address fields remain one of the biggest sources
of inaccuracies in the current DVLA database. If it had a higher uptake,
the Government initiative to allow the public to notify government
departments of a change of address in a single transaction would help
in this regard. Although this system is voluntary, and the potential for
misuse clearly remains, it should reduce the number of database errors
and allow the enforcement agencies to better target their
investigations.

37.

In terms of proof of identity, VCRAT have gone some way to reducing
present inaccuracies by recommending that proof of identity be
required when certain registration forms are used, notably the V62.
However, the requirement of proof of identity should ideally be
extended to all transfers of keepership. Clearly a national identity card
would help meet this requirement. Although there are no immediate
plans for this, it has recently been announced that a consultation
16
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process is to be launched in relation to such a card. In its absence,
photo identification (such as photocard drivers license) plus proof of
address will be the minimum necessary, as occurs now for the
purchase of mobile phones.
38.

Such a system is currently used in The Netherlands where, prior to a
private sale (private buyer and private seller), the seller gives the buyer
their document proving that the seller owns the vehicle as well as a
transfer document (with the seller retaining the technical document).
The potential buyer takes these to a post office along with personal
identification papers (such as a drivers license with a photo). Once the
buyer has registered with the post office and can demonstrate this to
the seller, the seller can hand over the car. A similar model could be
developed in the UK. Post office employees could update the register
and check all relevant vehicle details on-line such as confirming its
registration to the seller, and checking VED, insurance, and MOT
status.

39.

An alternative suggestion put forward by some stakeholders was that
licensed MOT stations could conduct all transfers of keepership
between private buyers and sellers. At the point of sale, in addition to
checking the identity of the buyer, the MOT station could check on the
identity of the vehicle including the VIN number. A roadworthiness
check could also be carried out in the form of an immediate MOT, if the
buyer required that. Ultimately, MOT stations could therefore also act
as agents for the sale of tax, insurance, etc. which would enhance the
user friendliness of the system thereby moving towards a one stop
shop.

40.

However, a number of issues would need to be considered to achieve
this one stop shop for private sales. Our consumer focus groups
identified some suspicion about MOT outlets and that existing
inspection/audit regimes for MOT stations would need to be enhanced
with quality and standards raised (although that cost could be offset by
additional licensing costs for the stations themselves). The move
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towards computerisation of MOT will also help to increase standards
and facilitate monitoring.
41.

There were also suggestions that this process might be even more
user-friendly if VED, insurance and MOT were all renewed at the same
time. There are arguments in favour of such a system, which would
offer particular advantages in crime control, but we have not been able
to go into the implications of such a change in detail. We do, however,
suggest that this be looked at more closely.

42.

One option under such a system would be a requirement for basic and
universal insurance covering third party only. The customer would then
pay VED, MOT and basic insurance in one lump sum (which could be
paid monthly by direct debit for example). Consumer groups warmly
welcomed this proposal. Additional insurance options, including
comprehensive insurance, fire and theft could be dealt with through the
existing competitive arrangements. The proposal is not currently
popular with the insurance industry, however, where there are
concerns about encouraging or creating a split risk market.
Nevertheless, universal third party insurance operates in other
countries (e.g. Canada) and has potential crime control benefits and
we believe it should be considered more fully.

43.

Other types of transfers occur when vehicles are sold to or bought from
(or between) motor dealers, or others within the motor trade. In The
Netherlands, most motor dealers are authorised to register these
changes on-line. This could be achieved in the UK if there were a
single central database or virtual database, as suggested in
recommendation 3 below. Similar to post office workers, authorised
motor dealers could check identification and all relevant vehicle details
on-line, in addition to updating the register. Those dealers who were
not authorised would have to involve the post office, much like private
keepership transfers.
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44.

There are many other types of transfers including corporate buyers of
vehicles (who own a large proportion of the fleet), and first registrations
of new vehicles, imported vehicles, and kit and rebuilt cars. The
validation of identification in these situations would need to be clarified
further, but the essential principle of checking authenticity of identity
should remain in all types of transfers.

45.

One further issue, which would need to be resolved under a coterminous system, would be whether MOTs should be required every
year even for new cars. At this point, it is believed that there is no
justification for MOT inspections in the first three years of a car’s life.
Manufacturers assure us that such cars comply with type approval
standards and there is minimal chance of serious defects emerging
during this period. Furthermore, the UK already starts inspection one
year earlier than the minimum allowed under the EC directive. This
issue can be easily resolved by requiring only co-terminosity of VED
and insurance for the first three years of life, perhaps payable at the
post office.

46.

Two other issues were identified in this area. First, if the system were
to be significantly tightened up, as is proposed, then it is possible that
people already living at the margins of financial viability, would find it
very difficult to avoid being pushed into running vehicles illegally or not
at all. This is an important point, which would need further
investigation, and to which we make additional reference in the section
on implementation.

47.

Secondly, it was suggested that it might be appropriate to levy a
nominal charge at the point of re-registration. Tightening up vehicle
transfer arrangements would involve the deployment of substantial IT
resources, as well as staff resources at post offices, motor dealers and
other outlets where transfers could be registered. Future consideration
will therefore be needed as to whether it is desirable and publicly
acceptable to levy a modest charge to cover these costs.
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Recommendation 3
Move to a single or virtual database by 2004
48.

A further complicating factor is the number of separate vehicle
databases that currently exist in the UK. These include:
DVLA vehicle register (holds details of keeper and vehicle)
DVLA drivers register (holds details of all licensed drivers)
Motor Insurance Anti-Fraud and Theft Register (MIAFTR; holds details
of all insurance write offs)
Police National Computer (PNC; holds details about stolen vehicles)
Motor Insurance Database (MID; contains policy information relating to
motor insurance policies)
MOT database (is still in development stage but will eventually have
details of vehicles’ MOT histories)
‘O’ licensing database
Trailer register that DVLA is establishing

49.

These databases are mostly updated and used independently of each
other. The fact that information on each of the databases is not brought
together systematically creates a substantial barrier to accurate vehicle
data for three reasons:
1. It is not easy to see the up to date registration details, MOT
information, and insurance arrangements at one time, making
cross-checking difficult.
2. Multiple-entry of items of information, apart from being inherently
inefficient, makes mistakes and inaccuracies more likely. It is
also inconvenient for customers. There is no link, for example,
between the DVLA vehicle and the driver databases and
motorists have to advise each section separately of address
changes. The Government initiative to allow the public to notify
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changes of address in a single transaction would help, provided
the initiative received higher uptake from the public.
3. There are particular problems with slow updates of databases.
For example, it can take up to two weeks for the PNC and the
DVLA databases to be updated after re-licensing. Clearly, realtime, accessible records are necessary to enable police and
others to carry out their functions.
50.

These problems would be overcome by moving to a single database
allowing the police and other authorised users easy access to all
vehicle details. This would seem conceptually simple, would save on
multiple keying and reduce inaccuracies.

51.

An alternative would be to link separate databases, creating a virtual
database with each system interfacing with the other seamlessly and in
real time. An advantage of a linked rather than a new single database
may be that it is less expensive. Each existing database has been
developed for a specific purpose and the data captured and structured
accordingly. Transferring to a single database may, therefore, be
costly.

52.

In either case not all existing databases would need to be included in
one database or connected to the virtual database. For example, if the
DVLA drivers’ database were to be included, then drivers would not
need to inform both the vehicle register and the drivers’ register of a
change of address. In practice, however, there are likely to be some
technical issues around linking these databases because the central
points of reference for the two databases (i.e. the vehicle and the
driver) are separate and these fields will not necessarily overlap (for
example some licensed drivers do not own cars).

53.

It is also important to note that some ‘joining up’ is already occurring.
For instance, the Vehicle Inspectorate (VI) is joining up MOT Testing
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stations. We need to include useful initiatives of this kind as part of a
coherent national strategy (see Recommendation 10).
54.

The relative merits of these two solutions will need to be investigated in
more detail and may depend upon the development of new
technologies, which facilitate the linking of differently formatted data
sets. If there were to be one single database then there would need to
be a decision on which agency should take primary responsibility for it.
This will require a careful consideration of the costs and benefits
associated with the different possible approaches, which is beyond the
scope of this report.

Recommendation 4
Key details (vehicle and keeper identification) verified and updated at
each relevant contact with vehicles/keepers
55.

One benefit of a single or linked database is that all appropriate
agencies could have immediate access to important information. The
database could also be verified and updated each time the
motorist/vehicle comes into contact with an official agency in
connection with the vehicle. Only those involved in official transactions
(involving licensing, re-licensing, or an MOT inspection) would be able
to conduct data checks.

56.

Automatic cross-referencing of records could enable details such as
keeper, VED, insurance, MOT test, recalls and so on to be more easily
checked and appropriate action taken when they do not tally. For
example, when tax is being paid a check could automatically ensure
that insurance and MOT details were correct. Although currently it is
not possible to purchase a VED road tax disc at the post office without
proof of MOT and insurance, an automatic checking system on-line
would mean there would be no need to rely on paper documents.

22

The Jill Dando Institute of Crime Science

57.

Data protection/privacy issues and relevant legislation will need to be
carefully considered. Specifically, quality control systems and
security/privacy measures would need to be put in place. Users could
only be allowed access to particular fields for either updating or
viewing. Each time the database is accessed, information could be
logged including the name of the person accessing the database and
the fields used. Where agencies inputting data were from the private
sector (for example, from the motor trade, or MOT garages) it would
need to be in their interest to work in this way. Also, for security
reasons, we suggest that citizens should not be able to key in details
via the Internet, although it may be helpful if they were able to check on
the accuracy of any entries in their name. Such a development would
need to be integrated with the e-government initiatives in the Cabinet
Office.

Recommendation 5
Police and other appropriate enforcement agencies to have secure, online access to relevant parts of the database, leaving an audit trail for
data protection purposes
58.

All relevant agencies would need to be linked to the unified database to
conduct their business and carry out updates. These include DVLA,
police, motor traders, insurance agents, salvage firms, MOT garages,
and currently, post offices. This would result in more efficient business,
better quality of data, better customer service, and better crime
prevention and detection.

59.

Under these arrangements, the motor trade could assume
responsibility for updating the records for all vehicles purchased and
sold, and garages could work with the central database when carrying
out MOT tests to input new information on-line. The statutory proof of
the existence of motor insurance could cease to be a paper certificate
but could become a database entry. This would stop the current
practice of some drivers who cancel their motor insurance as soon as
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their tax disc is issued (this is also an advantage of co-terminosity). In
addition, this would make life easier for motorists because authorised
dealers could key in details directly.
60.

This system is similar to that used in both Sweden and The
Netherlands and is compatible with DVLA’s current policy to provide
electronic links for its customers to facilitate the direct update of the
vehicle record.

Recommendation 6
Insurance industry and motor trade to supply relevant information to the
database electronically within one working week by 2004 and move to
real time by 2007
61.

It is obviously extremely important that the central database is up-todate and accurate so that enforcement bodies can easily identify
vehicles without insurance. Clearly to achieve this collaborating
agencies would be required to update the database very quickly after
transactions, ideally in real time (instantaneously) but at least within the
time-scale necessary to enable the operation of efficient business.

62.

For most agencies immediate updates would not be difficult. Indeed,
some are already working towards this. For example, the DVLA’s
current dealer re-licensing and registration project envisages keeper
changes captured directly and immediately at source. However, for
other agencies immediate updates would pose a considerable
challenge, particularly in the short term.

63.

In particular, the supply of information to the MID by insurers is
currently very variable due to the differences in insurance distribution
channels. Insurers who rely on a number of small brokers for business
can take considerably longer than direct underwriters and larger
intermediaries. Although the industry has set itself a target of updating
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the MID within ten days, the average time to supply information about
new policies after their effective date is around 25 days.
64.

The most significant delays are caused by the time taken for brokers to
notify insurers. For instance, the Lloyds market as a whole takes an
average of 33 days; and some insurers take considerably longer.
Currently many insurance brokers are not on-line making it difficult for
them to update the database quickly. In addition, the contribution to a
broker’s profitability made by retaining collected premiums, pending
notification of the insurer, acts as a disincentive to immediate
notification.

65.

There are a number of ways insurance brokers could be encouraged to
speed up notification, for example:
Market forces could operate. Customers, who know they may not be
registered as insured because of delay in inputting their data, may be
approached by the enforcement agency (see Recommendation 9). This
would lead to the customer having to demonstrate that they were
legally insured which would clearly be a disincentive to using that
broker.
Legislation could require provision of details to the central database
within a tight time frame.
As is planned for The Netherlands, the registration agency could
publish a league table of insurers who fail to meet their deadline. This
is intended to pressure them into dealing with the agency on-line rather
than through the multi-various methods currently in use – fax, post,
email, telephone etc. This should encourage greater compliance with
the current legal obligation for insurance companies to send
information to the central database within 28 days. Not withstanding
this, currently 10% – 15% are still late.
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66.

In the UK positive steps may need to be taken to improve performance
in this area, but a target of real time compliance by 2007 seems
feasible.

Recommendation 7
HMG to commission an independent review of insurance arrangements
with respect to whether the person or the vehicle should be insured
67

A number of stakeholders talked about issues deriving from the fact
that insurance attaches to the person rather than the vehicle. There are
possible road safety benefits in this arrangement but stakeholders also
noted that this has made for certain difficulties in enforcing action
against uninsured driving. Linkages between databases would be
simpler if insurance were attached to specific vehicles, as is the
practice in many other countries.

68

These details are complex and somewhat outside the scope of this
study, but we recommend the Government commissions an
independent review of these arrangements. The issues raised in
Paragraph 42 with respect to universal third party insurance should
also be reviewed at this time.

Problem 2: Insecurity of Vehicle Identification Systems
Recommendation 8
HMG should plan to introduce electronic vehicle identification before the
end of 2007
69

A number of stakeholders contacted during the project raised concerns
about the security of current vehicle identification arrangements2. In

2

The three vehicle identification systems which currently exist are registration marks on

number plates, VIN and the V5 registration documents which contain an official record of
registration marks, vehicle identification numbers and vehicle and keeper details.
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particular, vehicle ringing3, vehicle cloning4 and the use of false number
plates are salient problems for many stakeholders. In addition, a
number of stakeholders were concerned with the use of forged or
fraudulently obtained V5 documents.
70

In 1999, the VCRAT made a series of comprehensive
recommendations for regulating the supply of number plates, raising
the status of the V5 document, and with respect to vehicle ringing, for
the further regulation of the salvage industry. These issues are not,
therefore, considered here.

71

This section considers the role of registration marks and VINs in
current vehicle identification arrangements. At present number plates
are relatively easy to obtain, manufacture or transfer between vehicles.
This provides an excellent opportunity for criminals to disguise or
misrepresent vehicles for resale or to avoid detection by law
enforcement authorities. With respect to the procurement of number
plates, VCRAT has accomplished greater regulation of number plate
suppliers through the introduction of the Vehicles (Crime) Act 2001.
However, there appears to be consensus amongst stakeholders that
further measures could be taken to make vehicle identification systems
more secure.

72

These range from relatively simple modifications to the existing number
plates to the implementation of more novel identification systems,
which make use of available technology. This technology is diverse,
including spray on identification systems5 and electronic vehicle
identification (EVI), which offer considerable scope for recording

3

Vehicle ringing refers to the practice of replacing the identity of a stolen vehicle with one

previously written-off (usually done by switching number plates and in some case the VIN).
4

Vehicle cloning refers to the practice of disguising the identity of a stolen vehicle with

another of similar make and model (usually done by obtaining a copy of the original vehicles
number plates and attaching them to the stolen vehicle).
5

http://www.mdatatech.com/whatsnew.htm
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information on the vehicle. Initially EVI will identify a particular vehicle
but this should not foreclose options for longer term developments.
73

There are many advantages to EVI, particularly with respect to
improving the detection of speeding vehicles, and as a potential aid to
immediate tracking of stolen vehicles, which should help to deter carjacking. DTLR is currently involved in research examining electronic
vehicle identification.

74

In other countries the problem is addressed by much tighter controls
over the manufacture and issue of number plates. For example, some
have only one centralised number plate supplier. There is also work
underway in other countries to improve the security of number plates
through, for example, the incorporation of machine-readable chips.

75

If we were to replicate the more effective and developing systems in
other countries, we would require tighter control over the manufacture
and issue of new plates and the replacement of all current plates. This
would be disruptive and expensive. It may also be unnecessary, as it
appears that EVI technology will be sufficiently advanced to provide a
viable replacement for the identification function of number plates in the
relatively near future.

76

Even with the introduction of sophisticated EVI at some future date,
there will still need to be an easily recognisable and memorable
identifier on each vehicle providing visual identification to witnesses of
crime or accidents. It will be important that this number or other forms
of identification is verifiable by any electronic identification systems that
may be introduced. When EVI is introduced, the format of number
plates can be revisited.

77

We recommend, therefore, that efforts should be directed towards the
introduction of electronic identification of vehicles rather than
investment in tighter controls on the current number plates. However, a
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pan European solution will be necessary. More specifically, we suggest
that the UK Government should propose to the European Commission
that work starts urgently to introduce a European system of electronic
identification of vehicles. Although the Commission has now started to
look at EVI, negotiating common standards and interoperability will
take some time. However, it is believed that five years is perhaps a
realistic time frame for its introduction.
Problem 3: Inadequate Enforcement
Recommendation 9
An enforcement capability should be established funded out of increased
tax and insurance receipts
78

Current enforcement of VED, MOT, and insurance requirements is
inefficient and ineffectual. We suggest that an independent
enforcement agency be established.

79

There is currently a very low probability of being caught when driving
without tax, insurance, MOT, and without the vehicle properly
registered to DVLA. This is partly due to the low level of resources
dedicated to enforcement of the system, especially by the police and
DVLA.

80

For example, where the tax disc is out of date, police may issue a ticket
requiring the driver to produce insurance, MOT, road-tax and driving
license documentation at a police station. Although non-production of
documents or production of out-of-date papers results in prosecution
and the recovery of arrears of road-tax by DVLA, the system consumes
a great deal of police time and does not always have a high police
priority.

81

There is also a particular problem with enforcing insurance payment in
the UK. For example, it is possible for an uninsured driver to drive
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away from court after sentencing still having no insurance. There is
also a perverse incentive with no penalty for a period of uninsurance
(this is in contrast to the recovery of any unpaid road tax). If we are to
be proactive in following up uninsured motorists we will require an
agent to do this because the police do not have the resources. It could
not be left to individual insurance companies as they will not know
whether a vehicle is insured elsewhere.
82

One solution would be to establish an independent, dedicated, selffinancing enforcement agency to address licensing-related
transgressions and breaches of the registration system. The exact
scope of this enforcement agency will need to be considered by
Ministers. There are a number of options:
It only deals with insurance issues.
It includes evasion of VED and MOT in addition to insurance.
In addition to 1 and 2 above, it also investigates anomalies or
discrepancies in the central database to improve detection of
more serious vehicle crime.

83

The agency would need on-line access to the unified database in order
to identify uninsured and untaxed motorists. It might also have powers
to extract fixed penalties in order to minimise Court time. Such
penalties would be in addition to arrears payments for VED, MOT,
insurance, etc.

84

The Netherlands and Sweden have comparable systems. The Dutch
police are not responsible for chasing up unpaid vehicle tax. This is
initiated automatically through the central database computer and it is
followed-up by a private company not directly linked to the police. This
company enforces tax, fines, insurance, etc. It acts as a debt collector
and is able to go to the person’s home to collect outstanding fines.
Ultimately, if fines are not paid, the company is able to have the car
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towed and sold, with the money from the sale going towards paying the
fine for the vehicle.
85

A similar system is used in Sweden. For example, if records show that
a car is on the road but uninsured, a body under the auspice of the
insurance industry is required to follow-up and secure insurance cover,
in addition to collecting a punitive premium for the period since
previous insurance expired. If the owner does not take out insurance it
becomes a matter for the police to impound the license plates/car.

86

One advantage of using an approach such as this in the UK is that
police resources could be directed away from relatively less serious
problems such as tax, MOT, and insurance evasion. However, strong
links would need to exist between any external enforcement agency
and the police as it is increasingly clear that tax, MOT, and insurance
evaders are often those who commit more serious crimes.
Furthermore, there appears to be limited public support for non-police
agencies acting in an enforcement capacity.

87

The best option for enforcement will require further detailed
examination in discussion with the police, DVLA, the insurance industry
and other interested parties with the aim of achieving as much as
possible reasonably quickly and without the need for primary
legislation.

88

If such an enforcement agency were to be established then it would be
far more difficult to avoid payment of tax, insurance, etc. This could
have implications for Government policies on social exclusion, which
would need to be considered. It is, however, closely compatible with
proposals set out in the Home Secretary’s current review of policing
where an extension of what is called the ‘police family’ is commended.
These are enforcement agencies, patrol officers etc who are not
trained as police officers per se, and who may not have police powers
of arrest, but who otherwise work closely with the police. The Home
Office is also considering ways in which the bureaucratic burden on the
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police can be reduced. One such burden is checking vehicle related
documentation. Under the proposals set out here irregularities would
be identified by the central database and would not need to be looked
for by police officers or others ‘on the streets’. Enforcement would be
more reliable and more consistent.
Problem 4. Lack of Strategic Overview
Recommendation 10
A Vehicle Licensing Implementation Group and a Vehicle Licensing
Futures Group should be established

89

If the recommendations set out in this report are to be accepted in
whole or in part, then resources will need to be devoted to ensuring
their implementation. Furthermore, it has become clear during the
course of this work that there is a great deal going on across various
parts of government and the private sector in relation to vehicle
registration and licensing. There are also emerging technologies, which
could be used to great advantage in improving and securing the
system. At present this work is not well co-ordinated and there is no
clear long-term goal, nor strategic overview of activities. These two
tasks – implementation oversight and future strategic planning – need
to be addressed. We suggest that this can best be done through the
establishment of two groups, an Implementation Group and a Futures
Group within DTLR.

90

The immediate implementation task is set out in the next section. The
task of the Futures Group would be to identify how to minimise future
social problems, including crime and social exclusion, particularly those
that may arise from new technology. We know, for example, that crime
often follows when new technologies, products, environments, and
systems are designed without such social consequences being thought
through. At present, there is little central government effort directed
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towards anticipating future crime trends or at proactively incorporating
an understanding of these into planning for the vehicle registration and
licensing system.
91

There are two senses in which technology and crime can be related: It
can facilitate crime (e.g. when motorists install speed trap identifiers in
their vehicles) or it can facilitate enforcement. Both these possibilities
will need to be considered in future planning exercises.

92

This proposal reflects the Foresight Crime Prevention Panel’s report
Turning the Corner, which recommends that thinking on crime
reduction should be incorporated into the mainstream of central
government and business decision-making. They recommended
ongoing programmes to encourage ‘horizon scanning’ and to identify
and prepare for future threats and opportunities.

93

The Foresight Crime Prevention panel further recommends that central
Government should bear in mind Section 17 of the Crime and Disorder
Act 1998, which places an obligation on local authorities to consider
crime implications of their policies.

94

We suggest that the Futures Group should be chaired at a high level
and report directly to Ministers. It should have a small membership
including the Home Office, Cabinet Office and police. Its work would
include the following four areas:
Unambiguously linking vehicles and keepers
Technology and vehicle identification
Ensuring enforcement
Encouraging inclusion

95

There will be an ongoing need to ensure that the policies being
developed do not have perverse and unintended consequences. For
example, a fool-proof system of vehicle regulation may push some
families into law-breaking, or make it impossible for some urban-
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dwelling individuals to support elderly relatives. In anticipation of these
possibilities we suggest that a research report be commissioned now to
more thoroughly investigate the issues. Some of these issues were
highlighted in the third brainstorming session, which specifically
considered the implications of a tighter system for what was called the
‘underclass’ (See report of brainstorming groups in Appendix E).
96

An important task of the futures group would be to identify emerging
crime opportunities for early resolution. By putting crime on the agenda
at the highest level, it will ensure that it is considered at all levels. In
addition, this group may help shape future EC directives and to defend
against directives that might move in unwelcome directions.

Problem 5: Crime Prevention as a Priority
Recommendation 11
Crime prevention to take a higher priority within DLVA
97

A number of stakeholders, in particular the police, suggested that
DVLA might benefit from having crime prevention as a higher priority in
the organisation. Police stakeholders identified a number of loopholes
in DVLA procedures, which criminals can exploit. In particular, these
have to do with either forging documentation or obtaining legitimate
documentation from DVLA fraudulently.
Forged documentation. The vehicle registration document can be
forged. As this is the only check that most purchasers will make (to
ensure the details match those of the car) a forged registration
document will allow a stolen vehicle to be returned to the marketplace.
However, many criminals do not need to do this, as they are easily able
to obtain legitimate documentation fraudulently.
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Obtaining legitimate documentation from DVLA fraudulently. There are
a number of ways in which documentation can be obtained by
fraudulent means:
Registering someone else’s vehicle at your address
Claiming vehicle is a grey import
Use of salvage to ring vehicles
Use of stolen parts
Specification change
Fraudulent use of V62 form
98

DVLA is already working at ways to close loopholes in their
procedures. For example, the following recent initiatives in conjunction
with VCRAT should help reduce certain types of crime:
The issue of Q registration for rebuilt and ‘updateable’ vehicles is
subject to greater scrutiny
Motor salvage dealers are to be registered (wrecked vehicles
passing through the hands of some of these dealers are used to
disguise the identity of stolen vehicles)
Motor salvage dealers will be required to maintain proper records
and be required to notify the registration authorities of the
destruction of motor vehicles
Suppliers of registration plates are to be regulated
Vehicle identity checks are to be carried out on all vehicles for
which new registration documents are being sought
Registration of motor vehicles not used on roads is recorded
through the Statutory Off Road Notification System (SORN).

99

However, despite the improvements, criminals will always try to find
ways to abuse the system, and so an increased understanding by
DVLA staff (at all levels) may help them detect suspicious data better.

100

One issue identified by stakeholders as perhaps contributing to the
problem is the focus by DVLA on customer service. Whilst customer
service is very important there can be situations when the need for
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providing high customer service can actually be at odds with the need
to prevent crime.
101

If crime prevention were of higher priority on the DVLA agenda, this
would be reflected in staff training and in the performance regime
under which more junior staff worked. This would lead to greater
awareness of ‘suspicious’ data (such as change of name three times in
one week) and the establishment of automatic electronic markers to
flag vehicles, which the computer instantly recognises as ‘suspicious’.
There is, however, an important caveat here. There is little point in
DVLA staff identifying suspicious computer entries if there is no
adequate enforcement agency to follow up. This reinforces
recommendation 9, which calls for a self-funding enforcement agency.

All eleven recommendations are listed on the next page.
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SUMMARY OF RECOMMENDATIONS
Problem: Database Inaccuracy
Recommendation 1
Registered keepers remain liable for their vehicle until a change of
keepership is notified to DVLA
Recommendation 2
Buyers to show reliable proof of identity (identity card/ photo-ID and
proof of current address) when registering as a new keeper
Recommendation 3
Move to a single or virtual database by 2004
Recommendation 4
Key details (vehicle and keeper identification) verified and updated at
each relevant contact with vehicles/ keepers
Recommendation 5
Police and other appropriate enforcement agencies to have secure, online access to relevant parts of the database, leaving an audit trail for
data protection purposes
Recommendation 6
Insurance industry and motor trade to supply relevant information to
the database electronically within one working week by 2004 and move
to real time by 2007
Recommendation 7
HMG to commission an independent review of insurance arrangements
with respect to whether the person or the vehicle should be insured
Problem: Insecurity of Vehicle Identification Systems
Recommendation 8
HMG should plan to introduce electronic vehicle identification before
the end of 2007
Problem: Inadequate Enforcement
Recommendation 9
An enforcement capability should be established funded out of
increased tax and insurance receipts
Problem: Lack of Strategic Overview
Recommendation 10
A Vehicle Licensing Implementation Group and a Vehicle Licensing
Futures Group should be established
Problem: Crime Prevention as a Priority
Recommendation 11
Crime prevention to take a higher priority within DVLA
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FINANCIAL IMPLICATIONS
102.

Our initial assessment is that the arrangements proposed here should
reduce tax evasion by at least 50% (guaranteeing additional revenue at
some £75 million per annum). In the first year these additional VED
receipts would cover the costs of introducing the new system and
thereafter there would be a net benefit to the exchequer of the order of
£50 million per annum. We also expect a substantial increase in
insurance premium income.

IMPLEMENTATION
103.

Some of the recommendations in this report are already in the process
of being developed in some way. For example, senior members of the
DVLA are clearly alert to the crime consequences of their work and are
taking appropriate action to deal with it. In these cases what is now
needed is greater urgency and a clearer sense of direction.

104.

Additionally, greater coherence and integration is necessary. There
needs to be an improvement in communication between the various
government departments and other agencies working in these fields.
The Implementation Group would be the appropriate forum for bringing
these together under a single framework to ensure effective use of
resources and to avoid reinvention of the wheel.

105.

The recommendation for a single or linked database, which is a key
ingredient to monitoring compliance and subsequent enforcement, is a
priority. This is, however, an active field already with existing
databases being developed and new contractors appointed. Some
examples are given below:
A dedicated VCRAT Task Group has been set up to examine
linkages between computerised databases
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Manufacturers and motor dealers already set up vehicle records
under the Automated First Registration and Licensing System.
Under the VCRAT initiative, DVLA is developing a system to enable
motor dealers to notify DVLA of movements of vehicles within the
trade. However, under current arrangements the system will be a
voluntary one and motor dealers are showing little enthusiasm in
participating. A regulatory change would be required to make the
requirement mandatory.
A system is also under development to enable motor dealers to relicense in stock vehicles and notify DVLA of change of keeper
details.
DVLA has developed an electronic system, which allows salvage
dealers to voluntarily update records of scrapped vehicles. This
system will be extended to enable compliance with the End of Life
Vehicle Directive and it is anticipated that some 2,500 organisations
will be linked up.
DVLA is developing a link with the MIAFTR. This will update the
vehicle register with details of seriously damaged vehicles.
106.

Implementation of the recommendations set out here will, therefore,
need to be taken forward in the context of ongoing activity. Some of
this activity is moving in the right direction and may simply need to be
speeded up, but some is not, and these anomalies will need to be dealt
with efficiently.

107.

The recommendations are not always isolated from each other. There
is no point, for example, in DVLA identifying potential infringements if
there is no subsequent enforcement. With the current pressures on the
police service to deliver major reductions in volume crime, the chances
of extra resources being given to what are perceived as relatively minor
traffic violations, have to be seen as slight. The recommendation for a
separate enforcement agency, staffed by individuals with specific
training in the identification of vehicles (which many serving police
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officers do not have), is, therefore, a crucial part of an integrated
package.
108.

The whole system is complex and inter-dependent. It has evolved, and
is still doing so; it was not designed. As a consequence achieving the
kind of change necessary to take full advantage of emerging
technologies and deliver a system fit for a major democracy in the 21st
century will not be easy. It is for this reason that what has been called
the Implementation Group is central to the implementation of
recommendations. Without clear and unambiguous commitment from
the top, nothing will happen.

109.

The Implementation Group should see itself as steering the
implementation of the recommendations set out here and developing
new ones. With input from the Futures Group, its first task should be to
articulate a vision of the system to which we should aspire in 10 years
time. This is how long it takes for the majority of the cars on the road
today to be replaced by new models. There are two immediately
obvious reasons for urgency. First, the government and the private
sector is investing heavily in automatic number plate recognition
systems for traffic management and enforcement. These systems rely
at present on the integrity of the vehicle’s number plate for
identification. As we have already noted in this report it is probably one
of the least secure elements on the vehicle. It is more difficult to
remove the wing mirrors.

110.

Secondly the European Union end of life directive will soon be upon us.
This will significantly increase the cost of disposing of vehicles and will
almost inevitably lead to an increase in abandoned vehicles.

By way of summary, the Implementation Group will need to:
1. Provide a general overview function
2. Set targets in respect to implementation goals
3. Develop a marketing strategy to sell the ideas to the public
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4. Co-ordinate implementation efforts across Government
5. Provide feedback to various interested parties
6. Check on the consequences of the actions
7. ‘Sweep up’ outstanding work, for instance by looking further into social
exclusion issues.
111.

Once clear on where we wish to be in ten years time, the
Implementation Group will need to decide on how we are to get there.
It has been beyond the scope of this project to set that agenda, but we
have outlined the principles to which such a system should conform.
Others may emerge as the work progresses.

CONCLUSION
112.

Our vision is that a secure and reliable database should form the
linchpin of the new system. Vital information held on the vehicle will be
subject to abuse and manipulation. It is, however, imperative that the
vehicle is uniquely identifiable and linked unambiguously to the keeper,
through the database, with real time access for enforcement agencies.
This is an achievable objective for new vehicles within five years and
for all within ten.
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