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Outline
• Indispensable space.
• Assets and threats.
• Space debris.
• Space cyber.
• Space weather.
• Space as a new defence theatre.
• UN COPUOS guidelines.
• Challenges ahead.
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The pervasiveness of space   1/2

Earth Observation

•Meteorology
•Remote sensing
•Reconnaissance
•Early warning
•Surveying
•Environment 

monitoring
•Global change
•Disaster management
•Agriculture, forest 

and Fisheries
•Shipping routes

Telecom & 
Broadcasting

•Direct TV
•Communication/ 

trunk roads
•Internet
•Commercial and 

financial transactions
•Insurance
•Telemedicine
•Distance learning
•Entertainment
•Other tele-activities

PNT

•Positioning
•Navigation
•Synchronisation of 

networks/Timing
•Transportation of 

people and goods
•Air traffic control
•Maritime traffic
•UAVs

Science & Exploration

•Understanding the Earth 
system

•Exploring Earth’s 
immediate vicinity

•Exploring the solar 
system with human and 
robotic means

•Exploring the universe 
with space based 
instruments

•Space tourism

Space is now an esential part of the way we understand and
influence our surroundings and shape our way of living, wether
the focus is on Earth, the solar system or the distant universe.
Space technologies have become an important part of
everyday life and lifestyle through:
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The pervasiveness of space   2/2
• At least 7 % of world GDP is tied to usage of space assets.

• Increasingly dense, diverse, and multi-stakeholder ecosystem of space 
activities.

• Basically transmitting information generated from the ground (EO, 
Weather, environment, Earth surface, telecom and broadcast,…), or 
from space (positioning, navigation, timing, exploration/astronomy).

• Space fed applications are pervasive throughout society and impact our 
daily lives: 

- 40 % apps require space-based information.
- >50 % parameters needed to monitor climate change only 

obtained via measurements made from space.

• Turning off all the satellites (1h, 1 day, 1 week, 1 month or 1 year) would 
give a good estimate of such dependency.
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Space Assets vs Threats
Assets

• Orbiting assets.

• Ground stations.

• Command and Control.

• Users.

• Information.

Threats (unintentional / intentional)

• Space debris.

• Electromagnetic.

• Cyber.

• Space weather storms.

• Kinetic.

• Radiative.
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The Space Security System
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Space Debris 1/2 

3rd October 1957 Today
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Space Debris   2/2
• Definition: all the inactive, manmade objects, including fragments, 

that are orbiting Earth or re-entering the atmosphere (ESA Space 
Debris Brochure 2017).

• 4800 satellites in space, about 1800 active and increasing. 

• 23 000 objects tracked by USSSN and 18 000 maintained in their 
catalogue.

• 8000 tons orbiting the Earth, about Eiffel Tower’s mass.

• 29 000 objects > 10 cm.

• 1 cm < 750 000 objects < 10 cm.

• 1 mm < 166 106 objects < 1 cm. 

• Kessler Syndrome, analogue to nuclear chain reaction  may be a 
source of exponential production of debris. 
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Debris Impact on ESA’s Sentinel-1A (2016)
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Space Debris Population and Mass Evolution
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Evolution of LEO Debris Population

March 2009 11
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Iridium-33 / Kosmos-2251 break-up (10/02/09)

Fengyum-1C break-up (11/01/07)
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Large LEO Constellations and Space Debris
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Space Debris Prevention/Mitigation
Prevention
• Outer Space Treaty (OST) 1967, 

governing activities of States in the 
exploration & use of OS. 

• Convention on international liability for 
damage caused by space objects (1972). 

• UN Space Debris Mitigation Guidelines 
(2007).

• PPWT (2008), Sino-Russian initiative.

• ICoC (2008), then EU PREBOS (2017). 

• LTSSA/ UN COPUOS: 1st set of 
guidelines, June 2018. 

• National Space laws. 

Mitigation
• Active Debris Removal (ADR):

- Tug satellites.
- Electro dynamic tethers.
- Laser brooms.
- Solar sails.
- Space nets and collectors.

• Global assessment
- Space Surveillance and Tracking 

(SST).
- Space Situational Awareness 

(SSA).
- Space Traffic Management (STM). 
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Passive & Active Removal
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ADR  via Clean up Laser Broom
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UN Space Mitigation Guidelines
 Limit debris released during normal operations (spacecraft / orbital 

stages). 

 Minimize the potential for break-up during operational phases. 

 Limit the probability of accidental collision in orbit.

 Avoid intentional destruction and other harmful activities. 

 Minimize potential for post-mission break-ups resulting from stored 
energy. 

 Limit the long-term presence of spacecraft and launch vehicle orbital 
stages in the LEO region after the end of their mission (IADC 
recommended 25 years). 

 Limit the long-term presence of spacecraft and launch vehicle orbital 
stages in the GEO region after the end of their mission (IADC 
recommended graveyard orbit 200 km higher).
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Space Cyber   1/2

• Cyber (Cybercrime - DHS March 2010):

Any identified effort towards access to, exfiltration of, manipulation 
of, or impairment to the integrity, confidentiality, security or 
availability of data, an application, or a federal system, without 
lawful authority.

• Degradation, disruption or denial of transportation, banking, 
power, telecommunications, Air, Sea and Land navigation, 
distress detection, GPS timing.
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Space Cyber   2/2
Some open source space incidents: 

-1998 US-German ROSAT disabled.
-2003 Telstar 12 jammed.
-2005 2 satcoms jammed. 
-2007 Successful Chinese ASAT test. 
-2009 Homemade setup equip used to hijack UHF frequencies. 
-2010 Satellites broadcasts jammed.
-2011 Terra EOS & Landsat 7 experienced cyber interference: hackers 
achieved required steps to assume C&C. 
-2011 Intelsat ONE identified 300 000 denial-of-service attacks. 
-2014 US National Oceanographic and Atmospheric Information denied for      

48 hours.
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Info-Cyber Space System
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Solar Storms and Superstorms
• Massive solar flares, called coronal mass ejections (CME) send high 

velocity particles in the solar system. 

• Earth is reached in a couple of days. 

• The magnetic field carried by this plasma connects with the Earth 
magnetic field driving a huge amount of particles into the ionosphere 
and the Earth magnetosphere. 

• Such rapid magnetic field changes induce electric current on conductors 
such as grid cables, transformers, telecommunication cables.

• 1859 Carrington event: should it occur today, cost for the US alone to be 

about $0.6-2.6 trillion…  

• The power grid may then experience uncontrolled overloads leading to a 
local blackout, if not an extended one (Quebec, March 1989).

• Solar flares also can hit and incapacitate satellites. 
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Solar Storm Mechanism
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The Solar Storm Issues   1/2
Solar storms are global, essentially unpredictable, with intensity 

generally unknown ex ante.

Sun erratic activity bears full responsibility. 

Super geomagnetic storm: about one in a century. Could affect 
a number of economic sectors for days, weeks, or even months, 
posing some civil security problems, including civil aviation. 

Terrestrial and space assets would be hit. 

Electrical power grids. 

Pipelines, transoceanic communication cables. 

Satellites, including GNSS constellations.

Aircraft passengers and crew. 

Avionics and ground systems.

Radio communication systems. 
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The Solar Storm Issues   2/2
• Consequences can be severe  advanced preparedness, mitigation 

actions and contingency plans have to be drawn early on. 

• Avoid relying on a crisis management scenario. International 
cooperation is to be promoted and put into operational phase. 

• Decision makers to be briefed and updated regularly. 

• Damages due to charged particles bombardments. Electrons 
(electrostatic charging, cumulative effects  ageing effects. Protons 
(crystalline structure of components damaged). 

• Satellite lifetimes affected. 

• Mobile satellite communications using L-band might be unavailable due 
to superstorm scintillation. 

• Better hardening of components is mandatory. 

• Fleet management to be adapted to extreme circumstances. 
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Space as a New Defence Theatre
• Space is already a force multiplier.
• US Space Policy clearly states the necessity to have the right of 

passage, including for its allies, into space and operate freely in 
space without interference. Purposeful interference to be 
considered an infringement of a nation’s rights.

• Space assets have become critical for conducting ground operations 
of very diverse nature  need to be protected.

• Some space objects have the capability to deter, deny, damage, 
disable, destroy space assets considered as unfriendly .

• NATO members endorsed space, at its December 2019 Summit in 
London, as a new operational domain alike land, sea, air, and cyber. 
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UN COPUOS LTSSA Working Group
• WG established in 2010. Four categories of guidelines.

• A. Policy & regulatory framework for space activities 
(5/9 adopted). 

• B. Safety of space operations (10/15 adopted). 

• C. International cooperation, capacity building & 
awareness (4/4 adopted). 

• D. Scientific & technical R&D (2/4 adopted).
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UN COPUOS LTSSA Guidelines   1/4
• A. Policy and Regulatory framework for space activities. 

• A.1 Adopt, revise and amend, as necessary, national regulatory frameworks for 
OS activities. 

• A.2 Consider a number of elements when developing, revising or amending, 
national regulatory frameworks for OS activities. 

• A.3 Supervise national space activities. 

• A.4 Ensure the equitable, rational and efficient use of radio frequency spectrum 
and the various orbital regions used by satellites. 

• A.5 Enhance the practice of registering space objects. 

• B. Safety of Space Operations.

• B.1 Provide updated contact information and share information on space objects 
and orbital events. 

• B.2 Improve accuracy of orbital data on space objects and enhance the practice 
and utility of sharing orbital information on space objects. 

• B.3 Promote the collection, sharing and dissemination of space debris monitoring 
information.
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UN COPUOS LTSSA Guidelines   2/4
• B.4 Perform conjunction assessment during all orbital phases of 

controlled flight. 

• B.5 Develop practical approaches for pre-launch conjunction 
assessment. 

• B.6 Share operational space weather data forecasts. 

• B.7 Develop space weather models and tools and collect established 
practices on the mitigation of space weather effects. 

• B.8 Design and operation of space objects regardless of their physical 
and operational characteristics. 

• B.9 Take measures to assess risks associated with the uncontrolled re-
entry of space objects. 

• B.10 Observe measures of precaution when using sources of laser 
beams passing through OS.  
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UN COPUOS LTSSA Guidelines   3/4
• C. International cooperation, capacity-building and awareness.

• C.1 Promote and facilitate international cooperation in support of the long-term 
sustainability of OS activities.

• C.2 Share experience related to the long-term sustainability of OS activities and 
develop new procedures, as appropriate, for information exchange. 

• C.3 Promote and support capacity-building. 

• C.4 Raise awareness of space activities. 

• D. Scientific and technical research and development. 

• D.1 Promote and support research into and the development of ways to support 
sustainable exploration and use of OS. 

• D.2 Investigate and consider new measures to manage the space debris population 
in the long term. 
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UN COPUOS LTSSA Guidelines   4/4
Guidelines for which no agreement could be reached:  
- Commitment to carrying out space activities solely for peaceful purposes. 
- Preclusion of interference with the operation of foreign space objects. 
- Operational and technological self-restraints to forestall adverse developments in 

space. 
- Prevention of dangerous alternations to the space environment. 
- Development of criteria for safe ADR operations. 
- Modalities for the safe conduct, in extreme cases, of operations to destroy orbital     

space objects. 
- Development of common understanding and safe practices for removal or 

destruction of unregistered space objects. 
- Ensuring the safety & security of ground infrastructure. 
- Establishment of frameworks for implementation, promotion and review of the LTS 

guidelines. 
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Pending Chalenges Ahead 1/2
Legal-binding basis

Russia-China 2008 proposal to a UN Conference on Disarmament of a draft treaty on the 
Prevention of Placement of Weapons in Outer Space, the Threat of Use of Force against 
Outer Space Objects (PPWT). Leading to nowhere so far (insufficient means of verification, 
ground-based threats improperly addressed).

Voluntary basis

- UN Governmental Group of Experts (GGE) recommendations on TCBMs endorsed by the 
UNGA in 2013. Just a procedural implementation so far. 
- UN COPUOS WG on LTSSA  compendium of a set of 21 guidelines adopted in June 2018 
during the COPUOS session. Hard points still need to be addressed.
- Discussions on a draft of an International Code of Conduct (ICoC), released by the EU in 

2008 have stalled in July 2015. Rescue attempt with the PREBOS initiative in 2017.
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Pending Challenges Ahead 2/2
• Technical side

- US decision to modernize its SST means to bring a tracking
capability up to 250 000 objects by 2025 (US Space Fence). 

- IADC space debris mitigation guidelines (2007) are now in force. 

- Is there a need for new guidelines to cope with the coming LEO 
large constellations made up of small satellites, and the 
booming population of LEO nanosats?

- Operational and accepted ADR tools and procedures: still to be

worked out (responsibility, liability, dual use)
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Thank you!
Yyyyyyyyyyy www.uclspace.com

s.plattard@ucl.ac.uk
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Some Reading Material
Space Debris Mitigation Guidelines of the UN COPUOS: 
http://www.unoosa.org/pdf/publications/st_space_49E.pdf

UN COPUOS Resolutions and documents database: 
http://www.unoosa.org/oosa/documents-and-resolutions/search.jspx

Studies and position papers of the International Academy of Astronautics (IAA).
https://iaaweb.org/content/view/229/356

Security in space: Should space traffic management also concern payloads management? Serge Plattard, Space 
Policy 33 (2015) 56-62. 
http://dx.doir.org.10.1016/j.spacepol.2015.02.005

Debating proposals on common principle to ensure outer space activity. 
https://www.un.org/press/en/2016/gadis3557.doc.htm

Stronger rules that must guarantee that outer space remains conflict-free. 
https://www.un.org.press/en/2017/gadis3583.doc.htm

Challenges to security in space, Report of the US Defense Intelligence Agency, January 2019. 
http://www.dia/mil/Portals/27/Documents/News/Military%20Power%20Publications/Space_Threat_Threats_V14_
020119_sm.pdf
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