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Why are there questions relating to data protection in the ethics application and 
reviewer responses, when my research project has been approved by UCL’s Data 
Protection Office? 

Data protection research registration is not data protection research approval, nor is it an approval 
of a research data management plan (www.ucl.ac.uk/library/research-support/research-data-
management). Responsibility of compliance with data protection law still rests with the 
researcher/s.  

Research registration is a mainly administrative process which enables UCL to comply with its 
obligations as a data controller under the accountability principle of the GDPR*.  When staff 
and students collect or use (process) personal data for research purposes, in most cases, UCL 
becomes the data controller and is therefore legally accountable for that data. Data protection 
research registration enables UCL as a data controller to have oversight and a central log of all 
research-related data processing activities it is responsible for.  

There is review of the content of research projects, but the form is relatively short and therefore the 
review can only ever be very high level (and very much reliant on what information is provided to 
the Data Protection Team).  

*The accountability principle in Article 5 (2) means that controllers are responsible for and should be 
able to demonstrate their compliance with the GDPR data processing principles listed in Article 5 (1). 

Research ethics is concerned with the question of whether the research is something UCL should be 
engaging in, and that the research will be undertaken according to accepted ethical principles. Data 
protection forms a key part of ensuring the ethical principles are adhered to and the reviewers 
typically have a broader understanding of research and how it will work in progress. 

Therefore, data protection registration is a record of what researchers are doing and ethical review 
is a review of whether they should be doing it.  

 

Why does ethics care about data protection? 

Data protection is an ethical issue. It involves respect for individuals and their rights regarding 
privacy and the use of information about them.  The root of the ethical principle is respect, and data 
protection is fundamentally about respecting individuals’ rights to a private life.  Ethical review takes 
into account data protection rules, but its focus is reviewing the data collection and processing from 
an ethical perspective; focusing on ethical principles such as informed consent**, respect and 
confidentiality, as well as the potential for harm and benefit.  This includes reviewing methods for 
data storage and sharing to ensure that they adhere to these ethical principles.   

** It is important to note that when we talk about ‘ethical informed consent’, it relates to the 
participant’s decision to consent to take part in the research (having been fully informed of all the 
relevant information) and which will be required in addition to a legal basis for processing their 
personal data-. . For most types of research at UCL, the appropriate legal basis for processing 
personal data is ‘public task’. For further detail, please see this guidance: www.ucl.ac.uk/data-
protection/guidance/practical-data-protection-guidance/lawful-basis-processing-personal-
information  

 

http://www.ucl.ac.uk/library/research-support/research-data-management
http://www.ucl.ac.uk/library/research-support/research-data-management
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN#page=36/
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN#page=35/
http://www.ucl.ac.uk/data-protection/guidance/practical-data-protection-guidance/lawful-basis-processing-personal-information
http://www.ucl.ac.uk/data-protection/guidance/practical-data-protection-guidance/lawful-basis-processing-personal-information
http://www.ucl.ac.uk/data-protection/guidance/practical-data-protection-guidance/lawful-basis-processing-personal-information


What does information security have to do with my research? 

You must ensure all research data is held securely – this is usually taken to mean that the 
Confidentiality, Integrity and Availability of the data is maintained during its lifecycle – that’s where 
the Information Security Group (ISG) can assist (www.ucl.ac.uk/information-security/).  

 

Example – Microsoft Teams vs Zoom 

As an example, applicants will know that a common response is to highlight that Microsoft Teams is 
UCL’s preferred option for research data collection over Zoom (www.ucl.ac.uk/data-
protection/covid-19-data-protection-faqs).    

When using Microsoft Teams the data is processed through UCL servers and data in Teams is held in 
Microsoft Data Centres in Europe, which are compliant with GDPR.  Therefore, you, and your 
participants, can be assured that the data remains more secure.  However, this is not the case when 
using Zoom, as though Zoom have servers in multiple countries to ensure a good quality of service is 
maintained, the data itself is stored in the United States of America.  Therefore, when you record 
interviews via Zoom, the data is processed by Zoom; meaning the data is sent to the US servers 
before coming back to the UK to UCL servers.  Meaning that you have made a data transfer to the 
US. For further detail, please see this guidance: www.ucl.ac.uk/data-protection/guidance-staff-
students-and-researchers/practical-data-protection-guidance-notices  

If researchers have considered the Microsoft Teams option and don’t feel it works for their research 
project then Zoom can be used. However, you, as a researcher, must be able to show that you have 
considered the data security implications/mitigations before doing so. Zoom should be listed in the 
Data Protection Impact Assessment and a full explanation given as to why Zoom has been chosen.  

On the basis of the above, you can see why this is raised during ethics review.  It is in part to ensure 
research complies with relevant UCL guidance, but also because this relates to the ethical principles 
of confidentiality, benefit not harm and respect; for the participants and the security of their data. 

 

Example – checking website terms and conditions (T&Cs) 

Another example of where ethics and data protection issues coincide is when a response includes a 
request to check the T&Cs of the platforms intended to used, such as survey tools, online data 
depositories, or data sharing options.  It is essential to understand what the T&Cs state about how 
the data processed through their platforms will be managed; which country will it go through, where 
will it be stored, who has access, what rights (if any) does the platform assert over that data 
submitted on its platform?   

Again, this is about respect and confidentiality of the participant’s data, as well as the potential for 
harm should the data be passed to others or used in a way they have not consented to.  It is also 
about (ethical) informed consent; ensuring that participants are fully aware of these issues and what 
will happen to their data before deciding whether to participate.  

Participation in research is based upon trust, and participants need to be able to trust that we will 
protect their data.  Therefore, it is important to be careful what platforms are being used and be 
clear on what this means for them and their data.  See Frequently Asked Questions about Cloud 
Services for more information: www.ucl.ac.uk/data-protection/guidance-staff-students-and-
researchers/research/frequently-asked-questions-about-cloud-services. 
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Conclusion 

All researchers have both a data protection, and an ethical responsibility to ensure that the research 
data processed is stored and shared securely and not disclosed to unauthorised persons.  In 
addition, how a researcher handles the information and consent processes may affect their ability to 
share data later on.  It is essential, therefore, to consider issues of both data protection and ethics 
from the outset. 

While the data protection research registration and ethical approval processes consider the 
information provided that relate to data protection, the responsibility of compliance with data 
protection law still rests with the researchers.  

 


