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Synthetic data- more than a privacy enhancing technology?

• Advances in synthetic data generation methods have opened up other potential applications 

in addition to the use of synthetic data as a privacy enhancing technology (PET)

• The potential applications will differ based on the utility or fidelity of the synthetic dataset

• In the context of patient health care data, a high-fidelity synthetic dataset would be able to 

capture complex clinical relationships and be clinically indistinguishable from real patient 

data

• Low to medium fidelity data → useful for understanding data structure, developing 

programming code, analytics tools and machine learning workflows for use with ‘real’ patient 

data on which the synthetic data is based, teaching data management/wrangling etc.

• High-fidelity synthetic data opens up more applications… 
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High-fidelity synthetic data: application 1

How can we assess machine learning healthcare algorithms if we don’t have access to 

suitable datasets for validation purposes?
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The MHRA’s work in this area

• Bayesian network analysis used to 

discover relationships between 

multiple data fields in ‘real’ 

anonymised ground truth (GT) 

patient data

• These learned 

relationships/patterns in the GT 

data are used to generate 100% 

artificial synthetic (SYN) data
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How do we know that the synthetic data is any good?

Ground truth data Synthetic data
Comparison of ML algorithm performance in GT & SYN data

Look for overlap between distributions in real and synthetic data-

one variable at a time

3D mapping of SYN & GT data points

GT: Green; SYN: Red
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Clinical validation

• 2 independent medical assessors

• Review of randomly selected sample (n=100) of equal number of synthetic and real patient records

• Clinical experts able to classify real patient records correctly with high degree of accuracy but 

tended to misclassify synthetic records as being real

Type of records

evaluated

Expert 1 results Expert 2 results

Correctly classified Incorrectly

classified

Correctly classified Incorrectly 

classified

Total records 15/24 (62.5%) 9/24 (37.5%) 17/34 (50%) 17/34 (50%)

Synthetic records 2/10 (20.0%) 8/10 (80.0%) 1/15 (6.7%) 14/15 (93.3%)

Real records 13/14 (92.9%) 1/14 (7.1%) 16/19 (84.2%) 3/19 (15.8%)
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Validation and benchmarking

https://www.nature.com/articles/s41746-020-00353-9

https://www.nature.com/articles/s41746-020-00353-9
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Synthetic data for training and validation 

High-fidelity synthetic data can be used for both training and validation of ML algorithms
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High-fidelity synthetic data: application 2

• Sample size boosting                 

• Is this informative? 

https://doi.org/10.1111/coin.12427

https://doi.org/10.1111/coin.12427
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Biased data leads to biased AI algorithms
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High-fidelity synthetic data application 3: correcting biases
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Framework for detecting and correcting for bias

BayesBoost is a novel approach using Bayesian 

approaches and synthetic data generation 

methods to detect and correct for known and 

unknown biases within data

BayesBoost Framework for detection and correction of biases
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Other potential high-fidelity synthetic data applications

• Generation of synthetic patient cohorts to support in silico trials to simulate intervention 

effects in sub-groups not typically included in RCTs

• External control groups for clinical testing or benchmarking data from single-arm trials

• Causal effect estimation by generating synthetic factual and counterfactual outcomes 
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Synthetic data and regulation of AI medical devices
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Synthetic datasets available from CPRD

• High-fidelity synthetic datasets

• Cardiovascular disease risk 

• COVID-19 symptoms and risk factors

(can be used for ML/AI research applications)

• Medium-fidelity dataset based on primary care records

• CPRD Aurum sample dataset

(can be used to understand the structure and utility of the anonymised primary care data, as a data 

management teaching/training resource, to develop/validate/test analytics tools for use with real data, develop 

machine learning workflows that can be applied to real patient data)

More information: https://cprd.com/synthetic-data

https://cprd.com/synthetic-data
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