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Overview

The lectures will give an introduction to the basic concepts of modern cryptography. Our main
focus will be public-key cryptography and the underlying computational number theory.

In particular we will consider various cryptosytems such as RSA, Rabin, Goldwasser–Micali and
Diffie–Hellmann Key Exchange. On the way we will consider problems such as primality test-
ing, factoring large semi-primes and computing discrete logarithms. We will also introduce some
algorithmic complexity theory to allow us to analyse the various algorithms we encounter.

Schedule

Lectures: Fri 26th May 11:00-13:00 Room 505 and Tues 30th May 11:00-13:00 Room 500

Office Hours: Tues 30th May 13:15-15:00, Thur 1st June 13:00-15:00, Tues 6th June 13:00-15:00,
Thur 8th June 12:00-13:00 (All in Room 704).

Presentations: Fri 9th June 14:00-18:00 Room 500

Projects

All project presentations will be judged on your ability to demonstrate an understanding of the
mathematics involved, a natural way to do this might be to implement an aspect of the project in
Python code, however this is not a requirement.

(1)-(5) Explain how one of the following cryptosystems works. Describe the complexity issues in-
volved from the standpoint of Alice, Bob and Eve, along with the underlying security as-
sumptions. If possible implement the cryptosystem and show an example: (1) RSA (2) Rabin
(3) Goldwasser–Micali (4) Blum–Goldwasser (5) Diffie–Hellman Key Exchange.
(In each case the corresponding Wikipedia page could be a useful starting point for reading
(Wikipedia. Alternatively see Talbot and Welsh [3].)

(6) Explain how and why the Miller–Rabin primality test works. Give an example/implement it.
(See Shoup 10.2 [2] for background.)
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(7) Describe Karatsuba’s algorithm for multiplication and Strassen’s algorithm for matrix mul-
tiplication. Give examples and compute the running time of each algorithm. (See Karatsuba
and Strassen.)

(8) Carmichael numbers. What are they? What interesting properties do they have? How many
are there? Give an efficient (probabilistic) algorithm for checking whether an odd integer n
is a Carmichael number? (See Shoup pg 308 [2] for background.)

(9) Show that given both the RSA public and private keys: (n, e) and d there is an efficient
algorithm for factoring n. (See Shoup 10.4 [2]) for background.)

(10) Discuss the problem of factoring and describe/implement one of the more recent algorithms
(Possible reading includes Wikipedia, Shoup Chapter 15 [2] and Pomerance [1].)

(11) Discuss the problem of computing discrete logarithms modulo a prime p and describe a (non-
trivial) algorithm for this task. (See Shoup Chapters 11 and 15 [2] and Wikipedia.)

(12) Explain Shamir’s Secret Sharing scheme and give an example/implement it. (See Talbot and
Welsh 9.6 [3] or Wikipedia.)

(13) Explain the Fiat–Shamir Zero Identification Scheme protocol and give an example/implement
it. (See Wikipedia or Talbot and Welsh 11.6 [3].)

(14) Discuss the efficiency of Euclid’s algorithm for computing the greatest common divisor of two
integers and compare it with the Binary GCD algorithm. (See Wikipedia.)

(15) Choose one of the cryptosystems mentioned in projects (1)-(5) and explain how they can be
used as a signature scheme. Give an example/implement it. (See Talbot and Welsh Chapter
8 [3].)

(16) Discuss the problem of generating a primitive root modulo a prime p. Give an exam-
ple/implement it. (See Shoup Chapter 11 [2].)

(17) Suggest your own project. I will approve any other suitable topic but you must discuss it
with me first.
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