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About this Guide

About the authors 
The guide has been developed by a socio-technical research team at University 
College London. The team’s ‘Gender and Internet of Things’ study was funded by 
the UCL Social Science Plus+ scheme. Research collaborators included the London 
VAWG Consortium, Privacy International, and the PETRAS IoT Research Hub. 

This guide is for frontline workers and 
support services working with victims of 
domestic and sexual violence and abuse. 

The Internet of Things (IoT) is a term used to refer to ‘smart’, 
internet-connected devices that can share data with each other, 
creating a ‘network’ of devices. Going beyond laptops, phones 
and tablets, IoT includes smart watches and internet-enabled 
household appliances such as smart fridges, TVs, and locks. 

IoT devices are ‘smart’ because of how they collect and send data, 
analyse this data, and take action, potentially without direct human 
intervention. For instance, IoT-enabled heating can be controlled 
remotely through your voice, smartphone or another internet-
connected device, instead of with a physical switch.

Read this guide to become more familiar with IoT. It provides 
supplementary information and is not meant to replace advice from 
specialists, including the police.

When IoT devices are connected to the internet they can 
communicate and share instructions with each other. This can 
result in privacy, security and safety risks, because devices assume 
all users trust each other. An abuser can potentially misuse the 
features of a device to monitor and control a victim. In the future, 
more of these devices may be part of public and private spaces.

Who is this guide for?

What is this guide about?

How should I use this guide?

What is the Internet of Things?

How does IoT work?

How could IoT affect victims of domestic violence and abuse?

It is about tech abuse, which means abuse that’s made possible by 
technology. It hopes to:
-  help people talk about abuse that’s done using ‘smart’,        	
internet-connected devices (also known as the Internet of Things, 
or IoT).
-  explain common ways in which IoT devices work, in case abuse 
of this kind is suspected. 
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 IoT’s functionalities, as they may inform
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It is important that support services are aware of 
Consideration

M
itigation

There is no one-size-fits-all mitigation strategy when IoT-enabled tech 
abuse occurs. Knowing about common IoT functionalities can help 
w

hen seeking support from professionals such as the police. 
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Devices with a camera can 

record videosDevices with microphones can 

collect audio recordings
De

vi
ce

s 
w

ith
 m

icr
op

ho
ne

s c
an

 

re
sp

on
d 

to
 vo

ic
e 

co
m

m
an

ds

  

 ta
bl

et
s 

an
d/

or
 la

pt
op

s
De

vic
es

 m
ay

 b
e 

re
m

ot
el

y 
co

nt
ro

lle
d,

fre
qu

en
tly

 th
ro

ug
h 

ap
ps

 o
n 

ph
on

es
, O

nline accounts m
ay stay linked to a 

device after they’re shared 
w

ith som
eone else

Devices may collect in
form

ati
on

 on
 

a person’s routes a
nd w

he
rea

bo
ut

s

Devices may be linked to social
   media accounts

Devices learn patterns and preferences 

from the data they collect

Devices gather data that is often 

stored and saved in the cloud

AUDIO RECORDING VIDEO RECORDING

DATA COLLECTION

SH
AR

ED
 AC

C
O

UNTS

MACHINE LEARNING

SOCIAL MEDIA

LOCATION TRACKIN
G

RE
M

O
TE

 C
O

N
TR

O
L

VO
IC

E 
CO

NT
RO

L

* 
Th

is
 li

st
 is

 n
ot

 e
xh

au
st

iv
e.



U
C

L 
S

TE
aP

P
 2

nd
 fl

oo
r, 

B
os

to
n 

H
ou

se
, 3

6-
38

 F
itz

ro
y 

S
qu

ar
e,

 L
on

do
n,

 W
1T

 6
EY

, U
ni

te
d 

K
in

gd
om

https://www.ucl.ac.uk/steapp

00.00
July 2018




