Beatcrime.info Version II – Risk Assessment, November 2009
Risk Number: 1
Risk
Risk : The approach of displaying crimes/incidents as dots on maps may lead to a
Category
member of the public feeling aggrieved that their property has been identified, with
Ref: BC1
negative consequences such as de-valuing property. This could be particularly
relevant of burglary offences. The Information Commissioner has advised against
the display of dots on maps, preferring a cloropleth approach
Causes and consequences:
It is possible, with the appropriate technology and skill, to indentify the mid point of a dot, thereby
establishing the exact location, which may be over a property. The consequences being that this
could identify that a particular property had been subject to an offence, e.g. burglary or identify
vulnerable victims and lead to a claim for damages/adverse publicity/recourse to the Information
Commissioner
Current Controls mechanisms:
- The co-ordinates of crime and incident locations are modified, based on a random variable, that
geographically relocates (in a random direction) to between 20-40 metres of the actual location
- Crimes and incidents that relate to locations that are sparsely populated are excluded from the
dots. If a property is located so that no other is within a 50 metres the dot will not be plotted.
- Even if a midpoint is identified, the level of zoom is locked at a level that a single house could
not be identified.
- The Authority holds public consultation events in the five districts of West Yorkshire and
undertakes primary research with users (including web surfs) to ensure public support for our
approach. The Casey report encourages provision of such information, with a desire for as
localised information as possible
- The system has been up and running for almost 4 years and, to date, has not attracted such a
complaint
- The current ‘disclaimer’ for the system articulates that dots are not in the exact offence location,
but the vicinity, to provide a ‘sense’ of the prevalence of offences. This is also articulated in the
‘help’ sections of the system
Risk Treatment/further actions:
- Continued primary research to ensure continued support for the approach
- Regular review of resulting maps to ensure all sparsely populated areas are excluded from dots
- Continued research to identify and establish an approach that ensure dots are never centred
over domestic addresses
- Obtain professional legal advice to explore the potential outcome of a claim
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Risk Number: 2
Risk
Risk : The approach of displaying crimes/incidents as dots on maps may lead to a
Category
member of the public feeling they have been identified as a victim, with negative
Ref: BC2
consequences such as breach of privacy. The Information Commissioner has
advised against the display of dots on maps, preferring a cloropleth approach
Causes and consequences:
It is possible, with the appropriate technology and skill, to indentify the mid point of a dot, thereby
establishing the exact location, which may be over a property. Equally, low volume/high profile
crimes may be attributed to a particular individual or small group of individuals and considered
identifiable. The consequences being that an individual or small group may feel that their right to
privacy has been breached and may claim for damages/adverse publicity/recourse to the
Information Commissioner
Current Controls mechanisms:
- The co-ordinates of crime and incident locations are modified, based on a random variable, that
geographically relocates (in a random direction) to between 20-40 metres of the actual location
- Crimes and incidents that relate to vulnerable victims or sensitive offences are excluded from
the dots. These exclusions currently relate to domestic violence offences, sexual offences and
racially aggravated offences
- The Authority holds public consultation events in the five districts of West Yorkshire and
undertakes primary research with users (including web surfs) to ensure public support for our
approach. The Casey report encourages provision of such information, with a desire for as
localised information as possible
- The system has been up and running for almost 4 years and, to date, has not attracted such a
complaint
- The current ‘disclaimer’ for the system articulates that dots are not in the exact offence location,
but the vicinity, to provide a ‘sense’ of the prevalence of offences. This is also articulated in the
‘help’ sections of the system
Risk Treatment/further actions:
- Continued primary research to ensure continued support for the approach
- Continued research to identify and establish an approach that ensure dots are never centred
over domestic addresses
- Obtain professional legal advice to explore the potential outcome of a claim
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Risk Number: 3
Risk : The statistics contained within the system (presented as dots on maps, tables
and charts) may not concord with the published Home Office statistics or Police
Authority reports. A member of the public may identify this as an issue.

Risk
Category
Ref: BC3

Causes and consequences: The statistics published quarterly by the Home Office and those
included in the quarterly performance reports to the Police Authority contain NCSR compliant ‘snap
shots’ of crime/incidents at any given time. As the beatcrime.info system is updated monthly there
may not be an ‘exact match’ due to timing (impact of subsequent no-criming and reclassification).
Furthermore, the dots displayed on maps do not necessarily represent all offences (given the
exclusions identified above) and therefore a count of the dots will not necessarily balance with the
tables/charts in the system or the published statistics elsewhere. A member of the public may
identify this as an issue and adverse publicity could have the potential to discredit the system/police
statistics
Current Controls mechanisms:
- All efforts are made to ensure that the monthly datasets balance as much as is possible to the
Home Office statistics, with data refreshes made where necessary
- The ‘help’ sections of the system explain slight differences in crime/incident counts compared
with the published statistics
- The ‘help’ sections of the system explain why certain offences/incidents are not plotted as dots
and therefore why there may be discrepancies between a count of the dots and the
tables/charts within the system
Risk Treatment/further actions:
- This is a national issue with similar control mechanisms established by all forces
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Risk Number: 4
Risk : That the Police Authority can no longer provide a Crime Mapping website to
West Yorkshire residents as mandated by government and identified in West
Yorkshire Police’s Policing Pledge.

Risk
Category
Ref: BC3

Causes and consequences: The latest Beatcrime website was created and designed almost
entirely by one member of staff within West Yorkshire Police’s Corporate Review Department.
Should this member of staff no longer be employed by West Yorkshire Police the continued
development and operation of the site would be in jeopardy. It may not be possible to update the
usability of the site.
Current Controls mechanisms:
-

-

The computer code behind the site is standard computer programming language and a member
of staff with adequate skill and knowledge should be able to make changes to the site’s
operation.
The monthly updating of the site can be undertaken by a number of people within Corporate
Review. It is in making changes to the fundamental design of the site where the risk lies.
The Police Authority has undertaken a number of interviews with members of the public to
ensure the design is user friendly, so no major changes should be required.
Crime Mapping facilities for West Yorkshire, in a chloropleth format, are also available on the
Home Office’s Website.

Risk Treatment/further actions:
- Transfer the operation of the site from Corporate Review to Information Technology.
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